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Problem
-

Anti-Forensics: Meterpreter, Core Impact, Canvas
Minimize non-volatile artifacts

Complex and opaque information infrastructure and
systems

Runtime Integrity?

Rootkits

Large collections of images (crash dump, dd, etc)
Assume malicious adversary
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Forensic Analysis ToolK it

Visualization Modules Architecture
/ Profile
N
[ Data View Modules
J
_ \\ Application
GUl Address Space Modules Profile Class Profile
J
Classes _ h
Address Space Class Object Classes
J

Input Data

FATKIt: cross-platform, modular, extensible framework

Extract, analyze, aggregate, and visualize

Research: Static analysis (CIL/Ocaml), memory

iInformatics, multi-relational data mining

Reusabllity, automation, abstraction

Advanced detection: semantic integrity predicates

(Petroni,2006)

-

FATKit: A Framework for the Extraction and Analysis of Digital Forensic Data from Volatile System Memory — p.3/1:



Intel |A-32 Virtual Memory Module

31
Directory

Page Directory

— | Directory Entry

Virtual Address 0
Table Offset
4KB Page
Page Table
Physical Address
Page Table Entry

CR3

# Segmentation and paging

# Virtual to physical address translation
# Emulated virtual address spaces (including swap)

L’ Operating system independent

=
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L inux Support

-

init_tasks ———=

next_task WH

il

pid | gid

uids

next_task I

next_task HH

next_task W

pid | gid

pid | gid

pid gid

uids

uids

uids

# Automatic profile generation using static analysis

(CIL/Ocaml)

# Linux Kernel/User Objects: List walking and linear
address space scanning (physical/virtual)

# Accumulator functions (tasks, modules, filesystem data,

network sockets,etc)

.
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Windows Support
- -

# Automatic profile generation (Debugging
iInformation/Binary Dissassembly): Windows 2000,
Windows XP, Windows 2003 Server, Windows Vista

Windows Kernel/User Objects: List walking and linear
address space scanning (physical/virtual)

°

Processes, threads, devices, drivers, etc
PE parsing, integrity, and reconstruction (exe,dll,etc)
Stack tracing (kernel/user)

e o o o

Enumerate Object Handles:
» Ports, Registry Keys, Files, etc

o -
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Advanced Detection M odules
-

# Advanced detection data analysis module T
# Kernel and userland malware (rootkits, viruses, etc)
# |njected or modified code and data

# Semantic integrity: inconsistant data conditions
s Data hiding (DKOM)
» Capability/access control modifications
s Control flow modifications

# Anti-forensics technigues (contraception)
s Example: Remote library injection

o -
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Example: RemoteLibrary Injection

LLLLLLLLL

LoadCount

TimeDateStamp —

Exploits dynamic linking of shared objects
Correlating filesystem, memory, traffic dumps
Semantic integrity of objects

Extract suspicious artifacts (outlier)

© o o o 0

Detects public library injection attacks
L (Metasploit,NTlllusion,etc) J
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Visualization M odules

O Forensics Analysis Toalkit
File Extract Tools Options Help

Object Browser
task_struct
tty: <Pointers> tty_struct * 0x0L
cmaj_flt: <NativeType> 0

Ivarfimages! y_corpus_01/phy L.dump

c0Zc9fe0: 00 00 00 00 DO 00 00 00 00 00 00 00 P :
020970 66 00 00 00 G0 00 00 00 00 00 06 OO maj_fit: <NativeType> 0

c02ca000: 00 00 00 D0 00 00 00 00 £F £f £ £ session: <NativeType> 0

c02ca010: 00 00 00 00 00 00 00 00 ff ff £f fF alloc_lock: «Object>

c0Zcalz0: 14 00 00 00 00 00 00 09 00 00 00 0O e h

C0Z0a030: 01 00 00 00 £f FF £F £f 3c a0 2C 0 link_coint: <NativeType> 0

£0Zca040: 00 00 00 00 00 80 3e c8 blocked: <Object>

c02ca050: 00 00 00 00 00 00 00 00 00 00 00 00 lock_depth: <NativeType> -1

COZCa080 : 00 00 00 00 00 00 00 00 00 00 00 00 real Timer. <Objects

c0Zca070 00 00 00 00 00 00 00 00 00 00 00 00 _THIEL: & ] S

£0Zca080: 00 00 00 DO 00 00 00 00 00 00 00 00 exec_domain: <Pointer> exec_domain * 0xC0284DEOL
£0Zca0gn: 00 a0 Zc c0 00 20 Zc 0 00 80 le cl cpus_allowed: <NativeType> 4294967295
£0ZCa050: 00 00 00 00 a8 00 1f ol a8 B0 Lf ol parent exec id: <NativeTypes 0

c0Zcalb0 : 00 00 00 00 b8 &0 Zc 0 b a0 Zc 0 : .

C0Zca0c0 00 00 00 00 00 00 00 G0 00 00 00 00 = [next_task: <Pointer> task_struct * 0xC11E8000L|
c0Zcatdo: 00 00 00 00 00 00 00 00 00 00 00 0O (— tty: <Pointers Tfy_struct - 0x0L

c0Zcat=0 ; 00 00 00 00 00 00 00 00 00 00 00 00 | e e

£02£20£0: 00 00 00 00 c9 OF 00 00 00 00 00 OO cimaj_flt: <NativeType: 126347

c0Zcaloo: 00 00 00 00 00 00 00 00 c9 Of 00 00 — maj_fit: <NativeType> 125

c0Zcalll: 00 00 00 00 00 00 00 00 00 00 00 00 — session: <NativeType> 0

c0Zcalzo: 00 00 00 00 00 00 00 00 00 00 00 00 i : ;

c0Zcalin: 00 00 00 00 00 00 00 00 00 00 00 00 i alloc_lock: <Object>

c02caldn: 00 00 00 00 00 00 00 00 00 00 00 OO — link_count: <NativeType> 0

c02ca150: 00 00 00 DO 00 00 00 00 00 00 00 0O = blocked: <Object>

c0Zcal6o: 00 00 00 00 DO 00 00 00 00 00 00 00 [ : ; :

c0Zcal70: 00 00 00 00 00 00 00 00 00 00 00 OO lock_depth: <NafiveType> -1

c0Zcalsn: 00 00 00 00 00 OO 00 00 00 00 00 OO 7= real_timer: <Object> )

:g%aaigg: gg 88 83 83 83 83 gg gg gg gg gg 88 =— exec_domain: <Pointer> exec_domain * 0xC0284DEOL
cOZcalal: = 5 :

c0Zcalh0: 00 00 00 00 DO 00 00 00 00 00 00 00 cpus_allowed: <.Natlv_eType> dedadoiaio
c0Zoalol: 00 00 00 00 00 00 00 00 00 00 00 00 — parent_exec_id: <NativeType> 0

:g%:aidg: gg SE gg gg ﬁ Eﬁ ﬁg ﬁ gg gg gg g? =— hext_task: <Pointer> task_struct * 0xC11FA000L
c0Zcaled: [ Hiek :

C0Zcalfo: P£ PP F£ PF £€ £F £F £F 00 00 80 00 .. policy: <NativeType> 0

c0Zcaz00: 00 00 00 00 ff ff FF £F £f PF £F £F — need_resched: <NativeType> 0

£0Zcaz10: 00 05 00 D0 00 05 00 00 00 04 00 00 =— pending: <Object>

c0Zcazz0: FF FF FF OFF FF FF FF FF £F FF FF F

— personality: <NativeType> 0

7Z 00 00 00 00 00 00 00 00 00 00 00 / — start_time: <NativeType> 37 [
3 thread arou !

c02caz30:
c0Zcazd0:

# Address Space Browser
» Linear address space representation, color coding

o Object Browser
» Navigate memory objects
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Current Work

Update hash databases (Trust)
Disassembly (BInDiff, Flake)

Hardware/Software Virtualization
» Inside virtual machine (Blue Pill)

Acquisition Mechanism (quantify obtrusiveness)
Anti-forensics (Metasploit modules)
Cross-memory analysis (Garfinkel)

Clustering machines (rootkits,botnets)

Xinu?

Implemented available tools in our framework

-
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Related | nfor mation
L o

#® Andreas Schuster: http://computer.forensikblog.de/en/
# Harlan Carvey: http://windowsir.blogspot.com
# Mariusz Burdach: http://forensic.seccure.net
# Jesse Kornblum: http://jessekornblum.livejournal.com

o FATKIt: www.4tphi.net/fatkit
» FATKIt: Detecting Malicious Library Injection and Upping the "Anti”

# Mailing List: Volatile Memory Mailing List

o -
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